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Long-Term Security in the Real World 

ÁMost IT applications
havea long-term security
requirementsfor their data

ÁSomeof the deployedsystemsare
strictlyconstrainedin memory
andcomputationalpower

> 8 years 5-40 years
10 years

5-25 years
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Basics on Cryptography

ÅFundamentalsof securityarefoundedon cryptography

ÅCryptographyprovidesa large varietyof securityservices
(such asconfidentiality, authentication, integrity, anonymityΣΧύ

ÅThis talk: Towardslong-term secureencryptionsystems
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Introduction to Symmetric Cryptography
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Common problem:
ï HowcanAlice andBob securelyexchangethe sharedsecretk prior to communication?

Secure Channel (?!)k k
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Asymmetric Cryptography
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Alternative: Useasymmetricencryptionwith two keyshares(kpublic, kprivate)

Å Fundamental challenge:
ï Functione must beefficient for evaluationin both directionsfor all keyshares(kpublic , kprivate)
ï Invertinge ishardif kprivate isnot present
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RSA Cryptosystem

Integer FactorizationProblem      DiscreteLogarithmProblem

Setup/Parameters
Given p prime and generator Ὣᶰὤᶻ

Pick random ὥᶰὤ Ⱦπȟρ and 
compute ὦ Ὣ άέὨὴ
Public key:  ▓▬◊╫■░╬ὦȟὴ
Private key:  ▓▬►░○╪◄▄ὥ

RSA encryption for message m ÍZn
*

Encrypt:  Pick random Ὥɴ ὤ Ⱦπȟρ and 
compute ὸ ὫάέὨὴ
Compute Ὧ ὦάέὨὴ
Finally:   ╬ □Ö▓mod n

Decrypt: Compute Ὧ ὸάέὨὴ
Finally╬ □Ö▓ mod n

ElGamalCryptosystem

Examples: The Case of RSA andElGamal

Setup/Parameters
Choose ὲ ὴÖήwith p,qprime
Pick e with ÇÃÄὩȟjὔ ρand
with ὩÖὨ ράέὨjὔ
Public key:  ▓▬◊╫■░╬ὲȟὩ
Private key:  ▓▬►░○╪◄▄Ὠ

RSA encryption for message m ÍZn
*

Encrypt:  ╬ □▄mod n
Decrypt: □ ╬▀mod n
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Security of PracticalCryptographicPrimitives

Å Cryptosystemsmust combinesecurityandefficiency

Å Embedded devicesusuallydeploystandardizedcryptography

ïSymmetricencryption: AdvancedEncryption Standard

ïAsymmetricencryption: RSA (FactorizationProblem), 
ElGamalor EllipticCurveCryptography(DiscreteLogarithmProblem)

Å Noproofs for the hardnessof
anyof thesecryptographicsystems

Å Thus: Select securityparametersto
resistbestknown cryptanalyticattack(s)
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Best Attackson Standard Cryptosystems

ÅAttackson symmetric cryptosystems
ïModern ciphersemploywell-understoodprinciples

ïBest attackson solid symmetricciphersisexhaustive keysearch

ïRathereasy to tweakfor long-term securityby scalingkeysizes

ÅAttackson asymmetriccryptosystems
ïAlmostall cryptosystemsrely on the two problems
ÅFactorizationproblem(RSA)

ÅDiscreteLogarithmproblem(DLOG)

ïBest knownattackswith subexponentialcomplexity
ÅGeneral NumberField Sieve(on RSA)

ÅIndex Calculus(on DLOG)

ïStill, long-term securityparameterswith no real security
guarantee
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Key Size Recommendations

ÅSecurity parametersassumingǘƻŘŀȅΨǎalgorithmicknowledge
andcomputingcapabilitiesof an advancedattacker

Source: ECRYPT II 

Yearly Key Size Report 

2011-2012(symmetric)
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Å All currently deployedasymmetriccryptosystems
(RSA, ElGamal, ECC)will becomeobsolete
assoonaspowerful quantum
computersexist (cf. Shor1994)

Å Note that RSA & DLOG 
cryptosystemsare
closelyrelated

Å Even without quantum
computers, diversity of cryptosystems
in the cryptographicbasketisessential

Public-Key CryptographyandLong-Term Security
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Alternatives for Public-Key Cryptography(I)

ÅSolutionsfor alternative public-key
cryptosystemsarealreadyrequiredtoday

Å Ideally, with securityreductions
basedon NP-hard problems

ÅNo polytime attacks
on quantum computers
(such asDǊƻǾŜǊΨǎ/{ƘƻǊΨǎalg.)

ÅEfficiency in implementations 
comparableto currentlydeployedsystems



12

Alternatives for Public-Key Cryptography(II)

ÅFourmain branches
of post-quantum crypto:

ïCode-based

ïHash-based

ïMultivariate-quadratic

ïLattice-based

ÅSupport public-keyencryption

and/or signatureschemes
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EU Horizon2020: 
Post-Quantum Cryptography(PQCRYPTO)

ÅProject Goals

ïIdentificationand(re-)design of alternative 
cryptosystemsresistingattacksfrom
quantumcomputers

ïDevelopment of efficient implementations as
drop-in replacementsforǘƻŘŀȅΨǎcryptography

ÅProject Timeframe

ïMarch 2015 ςFeb 2018

ÅProject Consortium

ïCoordinator: TU Eindhoven (Tanja Lange)

ï11 Partners, 1 Associated (Taiwan)
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Project Work Packages  

ÅWP1: Post-quantum cryptographyfor smalldevices

ÅLeader: Tim Güneysu(Uni Bremen)

ÅCo-leader: Peter Schwabe (RU Nijmegen)

ÅWP2: Post-quantum cryptographyfor the Internet

ÅLeader: Daniel J. Bernstein (TU Eindhoven)

ÅCo-leader: Bart Preneel(KU Leuven)

ÅWP3: Post-quantum cryptographyfor the cloud

ÅLeader: Nicolas Sendrier(INRIA Paris)

ÅCo-leader: Lars Knudsen (DTU Kopenhagen)
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PQCRYPTO: Partners
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Initial Recommendations(asof March 2015)

ÅConservativerecommendations

ïSymmetriccryptography
ÅBlock ciphers: AES with 256-bit key[1]

ÅStream ciphers: Salsa20 with 256-bit key[2]

ïAsymmetriccryptography
ÅCode-basedencryption: 

McElieceEncryption with binary Goppacodes using length n = 6960, 
dimension k = 5413 and adding t = 119 errors [3]

ÅHash-based digital signatures: 
XMSS with 256-bit parameter set [4] or SPHINCS-256 [5]

ÅFurther more experimental choices are under investigation
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Recommendation to

Protect Your Data in the Future
Prof. Dr.-Ing. Tim Güneysu

Arbeitsgruppe Technische Informatik / IT-Sicherheit (CEITS)

LEARNTEC ïKarlsruhe ï27.01.2016


