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LongTerm Security irthe Real World

AMost ITapplications
havealong-term security
requirementsfor their data

ASomeof the deployedsystemsre
strictly constrainedn memory  _ 5-25years
and computationalpower W

> 8 years 5-40 years
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Basics orCryptography

A Fundamental®f securityare foundedon cryptography

A Cryptographyprovidesa largevariety of securityservices
(suchasconfidentiality authentication integrity, anonymityy. X 0

A Thistalk: Towarddongterm secureencryptionsystems

 Untrusted Message X

Message X > >
Channel
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Introduction to Symmetric Cryptography
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. Secure Channel (?!) K

Commonproblem:
I HowcanAliceand Bobsecurelyexchangehe sharedsecretk prior to communicatior?
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Asymmetric Cryptography

Alternative: Useasymmetricencryptionwith two keyshareg  Korivate)

Bob
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A Fundamentalchallenge
i Functione mustbe efficientfor evaluationin both directionsfor all keyshareg , K
i Invertingeishardif k isnot present
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Examples The Casef RSAand ElGamal

RSACryptosystem

Setup/Parameters
Choosez O] W|th p,qprime
i p and

RSAencryptionfor message m Z'
Encrypt 3  Cl®modn
Decrypt O  4F mod n

ElGamalCryptosystem

Setup/Parameters Z
leenp prime and generatorQN @

Private key ot 42()

RSAencryptionfor message m Z'
Encrypt Pickrandom™@ & ¥{rip} and

Integer FactorizationProblem

computeo "Qa e Q
ComputeQ @) aeq
Flnally

DiscreteLogarithmProblem
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Securityof PracticalCryptographid?rimitives

A Cryptosystemsnustcombinesecurityand efficiency

A Embeddedievicesusuallydeploystandardizedcryptography
I Symmetrieencryption Advancedencryption Standard

I Asymmetricencryption RSAKactorizationProblem),
ElGamabr EllipticCurveCryptography(DiscreteLogarithmProblem)

A No proofsfor the hardnessof
any of these cryptographicsystems

A Thus: Selecsecurityparametersto
resistbestknown cryptanalyticattack(s)
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BestAttackson StandardCryptosystems

A Attackson symmetric cryptosystems
I Modernciphersemploywell-understoodprinciples
| Bestattackson solidsymmetricciphersis exhaustivekeysearch

I Rathereasyto tweakfor long-term securityby scalingkeysizes ,

A Attackson asymmetriccryptosystems

I Almostall cryptosystemsely on the two problems
A Factorizatiorproblem(RSA)
A DiscreteLogarithmproblem(DLOG)

I Bestknownattackswith subexponentiacomplexity
A GeneralNumberFieldSieve(on RSA)
A IndexCalculugon DLOG)

I Still,longterm securityparameterswith no real security
guarantee
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A Securityparametersassumingl 2 R lal§odtEmicknowledge
Attacker

and computingcapabilitiesof anadvancec

Security (bits)| RSA DLOG EC

(symmetric) field size|subfield
48| 480 480 96 |96
56| 640 640 112 |112
64| 816 816 128 128
SOl 1248 1248 160 |160
112 2432 2432 224 (224
128] 3248 3248 256 |256
160] 5312 53121 320 320
192] 7936 7936] 384 384
256(15424 15424 512 |[512

Source: ECRYPT I
Yearly Key Size Report
2011-2012
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PublicKeyCryptographyand LongTerm Security

A All currently deployedasymmetriccryptosystems
(RSAEIGamalECOVill becomeobsolete & 1
assoonaspowerful quantum 7 i/
computersexist (cf. Shor1994)

A Notethat RSA & DLOG
cryptosystemsare
closelyrelated

A Evenwithout quantum
computers diversity of cryptosystems =~ =
In the cryptographidoasketis essential
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Alternativesfor PublicKeyCryptography(l)

A Solutionsfor alternativepublickey
cryptosystemsre alreadyrequiredtoday

A No polytime attacks
on quantum computers
(suchasD N2 Jd & KP#EGY a

A Efficiency in implementations
comparableto currentlydeployedsystems
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Alternativesfor PublicKeyCryptography(ll)

A Fourmain branches
of post-quantum crypto:

I Codebased
I Hashbased

I Multivariate-quadratic N 8/ g SN ;

I Latticebased

A Supportpublic-key encryption
and/ or signatureschemes

*EXZELLENT.



13

@ Universitat Bremen*

EUHorizon2020:
PostQuantumCryptography(PQCRYPTO)

A Project Goals

I ldentificationand (re-)designof alternative
cryptosystemsesistingattacksfrom
guantumcomputers

I Developmenbf efficientimplementationsas
drop-in replacementdor i 2 R lcrgp¥Bgraphy

A ProjectTimeframe
i March 2015 Feb 2018

A ProjectConsortium PQCRYPTO
i Coordinator TU Eindhoven (Tanja Lange)  1€T-645622

I 11 Partners, 1 Associated (Taiwan) CEXZELLENT
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Project Work Packages

A WP Postquantum cryptographyfor smalldevices
| = ALeader TimGiineysyUni Bremen)
A Co-leader. PeterSchwabe (RNijmeger)

A Leader Daniel JBernstein (TU Eindhoven)
A Coleader. BartPreneel(KU Leuven)

A WP3 Postquantum cryptographyfor the cloud
- . AlLeader NicolasSendrier(INRIA Paris)
A Coleader. LarsKnudsen (DTU Kopenhagen)
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POQCRYPTO: Partners
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Initial Recommendationgasof March 2015)

A Conservativeeecommendations

I Symmetriccryptography

A Blockciphers AESwith 256-bit key[1]

A Sreamciphers Salsa2@vith 256-bit key[2]
I Asymmetriccryptography

A Codebasedencryption

McElieceEncryptionwith binary Goppacodes using length n = 6960,
dimension k = 5413 and adding t = Elrfors [3]

A Hashbased digital signatures
XMSS with 258it parameter set [4] or SPHINRS56 [5]

A Further more experimental choices are under investigation

*EXZELLENT.
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